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Prior	Steps

• Before	requesting	data	access…

• Write	a	clear	protocol
• Know	your	study	team
• Get	VA	Access	(Employed,	WOC’ed)
• Get	IRB	Approval!

Research	Idea

Protocol

Funding?

IRB	Application

DUAs	/	DTAs

Begin	Research
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Seeking	Information	on	VA	Data?

• VHA	Data	Portal
• http://vaww.vhadataportal.med.va.gov/
• Great	resource	for	VHA	data

• VHA	Data	Architecture	Repository
• https://vaausdarmul81.aac.dva.va.gov/
• Detailed	data	dictionary	for	CDW	tables
• Search	string	can	be	useful	for	finding	data	buried	in	CDW	tables

Seeking	Information	on	VA	Data?

• VA	Informatics	and	Computing	Infrastructure	(VINCI)
• https://vaww.vinci.med.va.gov/vincicentral/

• VA	Information	Resource	Center	(VIReC)
• http://vaww.virec.research.va.gov/

• VA	Health	Economics	Research	Center	(HERC)
• http://vaww.herc.research.va.gov/

• Office	of	Performance	Measurement	(OPM)
• https://vaww.car.rtp.med.va.gov/

• Planning	System	Support	Group	(PSSG)
• http://vaww.pssg.med.va.gov/

• Data.gov	/	Corporate	Databases	Monograph
• www.data.gov
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Readily	Available	Data	Sources

• VHA	Support	Service	Center
• https://vssc.med.va.gov/
• Facility-level	information

• Business	Operations	
• Clinical	Care
• Quality	&	Performance

• National	Center	for	Veterans	Analysis	and	Statistics
• https://www.va.gov/vetdata/

DART

Data	Access	Request	Tracker
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Requesting	VHA	Data	Access	

• Most	of	your	data	access	requests	will	be	covered	by	the	Data	Access	
Request	Tracker	(DART)
• https://dart.vha.med.va.gov/

• Other	data	sources	exist	and	their	request	processes	can	be	found	in	
the	VHA	Data	Portal
• http://vaww.vhadataportal.med.va.gov/

Data	Access	Request	Tracker	(DART)

• Online	workflow	application
• Data	requests	and	Prep	to	Research	Requests
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Data	Access	Request	Tracker	(DART)

• DART	is	your	starting	place	for	
VINCI	data	access	among	other	
sources
• Acquires	National	Data	Service	
(NDS)	approval
• Once	approved	an	assigned	VHA	
data	manager	will	provide	a	
VINCI	Workspace	and	access	to	
data	
• Will	help	you	navigate	VINCI

VINCI	helps	with	orange	boxes

• https://dart.vha.med.va.gov/

• Complete	and	upload	the	required	documents	as	listed	in	DART	for	the	data	
source(s)	or	data	tool(s)	selected.	
• Some	of	the	following	documents	will	be	required:

• Research	Project	Documents	and	Approvals	
• Research	study	protocol	
• Research	and	Development	Committee	Approval	Letter(s)	
• Institutional	Review	Board	(IRB)	Approval	Letter(s)	
• IRB	Approved	HIPAA	Authorization	or	Waiver	of	HIPAA	Authorization
• IRB	Approved	Sample	Informed	Consent	or	Waiver	of	Informed	Consent	

Data	Access	Request	Tracker	(DART)
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• Additional	documents	that	may	be	required:
• Data	Request	Forms

• Research	Request	Memo – Replaces	the	9957	for	ALL research	requests	submitted	
through	DART after	March	25,	2015	

• Real	SSN	Access	Request – Required	for	access	to	real	SSNs
• CDW	Domain	Check	List – CDW	data	only
• Vital	Status	Rules	of	Behavior – Vital	Status	File	only
• Special	User	Access	Request	Form	for	Researchers – CAPRI	and	VistAWeb only
• Surgery	Data	Research	Proposal	Template – Surgical	Quality	Data	Use	Group	(SQDUG)	
data	only

• National	Surgery	Office	(NSO)	Data	Use	Agreement	and	Security	Information – SQDUG	
data	only

Data	Access	Request	Tracker	(DART)

Data	Access	Request	Tracker	(DART)
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• Once	all	required	documents	are	uploaded and	the	request	has	been	
submitted,	it	will	undergo	a	privacy	review.

• Additional	reviews	are	required	for	the	following:	
• Requests	for	data	with	real	SSNs	will	undergo	review	by	the	Office	of	Research	
&	Development.

• Requests	will	undergo	a	security	review	using	the	information	provided	in	the	
Research	Request	Memo.

Data	Access	Request	Tracker	(DART)

Data	Access	Request	Tracker	(DART)

• When	do	I	need	to	request	Real	SSNs?

• You’re	planning	to	use	chart	abstraction
• You’re	linking	to	another	existing	data	source	by	SSN
• You’re	planning	to	use	the	TIU	(Text	Integration	Utilities)

• Everything	else	is	linked	by	either	Sta3n	/	PatientSID or	SCRSSN and	
you	will	receive	a	crosswalk	file	once	your	request	is	approved
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Data	Access	Request	Tracker	(DART)

• After	data	access	approval	a	
VINCI	Data	Manager	can	help	
with	the	following:	
• Cohort	selection	
• Data	Extraction	
• Formatting,	Indexing,	and	Security	

Other	Data	Access	Examples

• Office	of	Reporting	Analytics	Performance	Improvement	and	
Deployment	(RAPID)
• DUA	Forms

• Project	Information	Sheet
• Personal	Agreement	Statement
• Data	Access	List

• Study	Protocol
• IRB	Approval
• Data	Request	Specifications

• Final	documents	are	submitted	via	email	to	CARDUARequest@va.gov
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VINCI
The	VA	Informatics	and	
Computing	Infrastructure

VINCI	Introduction

• Web-based	platform	for	accessing	and	analyzing	data	with	a	variety	of	tools
• Provides	consultation	services	for	IRB	Research	for	the	entire	life-cycle	of	a	
research	project
• https://vaww.vinci.med.va.gov/vincicentral/
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VINCI	Introduction

• https://vaww.vinci.med.va.gov/vincicentral/

• 105	high-performance	servers	and	1.5	petabytes	of	data	storage
• 450+	new	projects	– 17%	increase	YOY
• Provided	data	to	840+	projects
• VINCI	Data	Analysts	touch	about	50	projects/week
• Structure

• Windows	2012R2	Workspace
• SQL	Servers	(Currently	3)

• RB01:	vhacdwdbs01.vha.med.va.gov
• RB02:	vhacdwdbs02.vha.med.va.gov	
• RB03:	vhacdwdbs03.vha.med.va.gov	

VINCI	Use
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VINCI	User	Guides
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VINCI	Standard	Workspace	Applications
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VINCI	Standard	Workspace	Applications

• Icons	on	the	Standard	Workspace	link	to	remote	desktop	servers
• Your	log-in	and	password	are	the	same	as	for	your	VA	computer	(i.e.	
vhapal …)
• The	overall	desktop	application	has	limited	software	availability.
• Log	into	each	application	separately
• Each	will	be	a	separate	desktop	/	server

• The	SAS	9.x	icon	is	a	good	place	to	start.

VINCI	Folder	Set	Up

• Same	as	on	a	desktop
• Hard	Disk	Drives	(K,	L,	M,	N,	T,	S,	U,	V,	X)
• Network	Drives

• P:/	drive	(Projects)
• O:/	drive	(Projects2)
• H:/	drive

• All	project	folders	are	typically	found	in	the	P:/	drive
• H:/	is	your	personal	folder
• All	project	folders	have	a	sub-folder	named	Uploads where	uploaded	
information	is	included
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VINCI	Folder	Set	Up

VINCI	– More	Information

• More	information	on	accessing	and	using	the	VINCI	Workspace	are	
found	in	the	VINCI	Workspace	User	Guide
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SQL	Server	Management	Studio

View	Your	Data

SQL	Server	Management	Studio

• 2017	version
• Method	for	accessing	and	viewing	CDW	domain	tables	with	SQL	code
• Can	also	be	used	to	pull	data	in	a	.txt	format	if	needed
• Requires	some	initial	set	up	to	link	to	servers	and	some	SQL	
knowledge	but	also	has	point-and-click	options that	make	it	easy	to	
use

• The	best	place	to	start	looking	at	data	you’ve	been	given	access	to	for	
your	study
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SQL	Server	Management	Studio
Set	Up
• VINCI	Database	User	Guide
• Section	4.2.1	(pages	3-4)	provides	detailed	information	on	SQL	server	set	up

Default	Settings	To	Use

Server	Type: Database	Engine

Server	Name: <Database	Server	Name>
.vha.med.va.gov

Authentication: Windows	Authentication

SQL	Server	Management	Studio
Data	Access
• VINCI	Database	User	Guide
• Section	4.2.2	(pages	4-7)	provides	detailed	information	on	accessing	
databases

• Overview
• Databases	>	CDWWork contains	your	dimension	tables
• Databases	>	ORD_XXXX	>	Views contains	your	SQL	data	tables
• Right-click	and	“Select	Top	1000	Rows”	for	easy	viewing	of	a	data	source
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SQL	Server	Management	Studio
Data	Pulls
• Not	as	efficient	as	a	SAS	pull	but	can	be	done

• First,	set	up	your	query.		Your	initial	runs	will	be	output	to	Grid.

• Once	your	query	is	set	up
• Use	“Query	>	Results	To”	to	change	to	“Results	to	File”
• Then	“Query	>	Query	Options…”	to	set	up	your	file	but	navigating	through	
“Results	>	Text”

Applications	for	Analysis

Analyze	Your	Data
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VINCI	Standard	Workspace	Applications

VINCI	SAS

• Lots	of	User	Guides	for	reference
• This	course	is	only	an	intro	but	these	will	answer	your	more	advanced	
questions.
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VINCI	SAS

• Several	versions	of	SAS	are	
available	for	use.		
• SAS	9.2
• SAS	9.4
• SAS	Enterprise	Guide	7.1

• All	offer	different	capabilities	so	
check	with	all	of	them

VINCI	SAS

• “Grid”	refers	to	the	Linux	operating	system	where	SAS	Enterprise	
Guide	7.1 runs
• You	will	need	a	slightly	different	libname reference:	
“/data/dart/2014/ORD_Smith_201401001D/“

• You	will	also	need	to	use	WINSCP	for	data	transfer	and	a	PIV-exemption	to	
access	the	Grid

• Check	out	“Grid	– Where	to	Begin?”	for	more	information

• SAS	9.2	and	9.4 are	not	on	the	grid	and	sometimes	easier	to	work	
from.
• Plus,	SAS	9.2	is	the	only	program	with	PROC	TRAJ!
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VINCI	SAS	Data	Pulls

• I	tend	to	use	SAS	9.2	or	SAS	9.4	to	tunnel	into	the	CDW	and	pull	my	data	directly	into	
SAS.

• This	requires	the	following	code:

• The	Catalog	is	changed	to	reference	your	project	folder.
• “Datasource”	may	also	need	to	be	changed	based	on	your	project	server.
• Schema	will	change	based	on	what	view	you	are	looking	at	(SRC,	Dim,	…)

VINCI	SAS	Data	Pulls

• PROC	SQL	is	typically	how	I	pull	and	merge	the	data	in	SAS	9.4
• I	initially	set	up	the	test	data	pulls	in	SQL	Management	Studio	using	a	pull	of	the	
top	100 to	test	the	queries
• Once	my	SQL	code	looks	I	good	then	I	move	it	to	SAS,	remove	the	brackets,	
update	the	libnames and	run.
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VINCI	SAS	Data	Pulls

• This	can	get	complicated	with	multiple	joins	and	Where	statements.

VINCI	SAS	Data	Pulls

• SQL	pass-through	language	is	also	a	quick	way	of	tunneling	into	the	
SQL	tables	and	pulling	out	data.
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VINCI	Enterprise	Guide	7.1

• VINCI	SAS	9.4	and	9.2	are	limited	in	the	types	of	analyses	that	can	be	
done

• VINCI	Enterprise	Guide	offers	everything	and	is	by	far	the	most	
capable	of	the	SAS	products	but	you	have	to	set	up	links	to	the	Grid	
and	move	your	files	to	the	Linux	system

• I	tend	to	do	most	of	my	data	management	and	cleaning	in	9.4	and	
then	switch	the	analytic	dataset	to	Linux	for	my	analyses

VINCI	Enterprise	Guide	7.1

• The	first	step	to	using	Enterprise	
Guide	7.1	is	to	check	your	Linux	
system	registration	by	setting	up	
WinSCP
• Once	set	up	WinSCP is	your	
method	for	moving	files	from	PC	
to	Linux
• This	can	be	done	by	following	
the	instructions	in	Using	
Enterprise	Guide	with	the	Grid
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WinSCP

VINCI	Enterprise	Guide	7.1

• To	use	SAS	Enterprise	Guide	7.1	you	
will	need	to	set	up	your	connection	

• This	can	be	done	by	following	the	
instructions	in	Using	Enterprise	Guide	
with	the	Grid
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Policies

Protect	Your	Data

Policies	for	Electronic	Data

• VA	Handbook	6500
• Definitions	and	guidance	for	the	VHA

• Key	Points
• USB	drives	are	forbidden
• Do	not	store	sensitive	information	on	a	Hard	Drive	(C:/	Drive).		Try	not	to	store	
anything	on	a	hard	drive.

• Sensitive	information	can	never	be	transported,	accessed,	processed	or	
otherwise	used	offsite.	DON’T	EMAIL	DATA!
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Types	of	Data

1. Individually	Identifiable	Health	Information
2. Protected	Health	Information	(PHI)
3. Personally	Identifiable	Information	(PII)	
4. VA	Sensitive	Information/Data

• VHA	Handbook	6500 provides	guidance	on	definitions	and	
management

Disposal	of	Data

• Governed	by	the	VHA	Record	Control	Schedule (RCS	10-1)

• Current	guidance	(Item	8300.6,	Page	III-8-6)
• Temporary;	cutoff	at	the	end	of	the	fiscal	year	after	completion	of	the	research	project.	
• Destroy	6	years	after	cutoff,	may	retain	longer	if	required	by	other	Federal	regulations.	(DAA-
0015-2015-0004,	item	0032)

• If	the	investigator	leaves	VA,	all	research	records	are	retained	by	the	VA	facility	where	the	
research	was	conducted.	

• If	the	grant	is	ongoing	and	the	investigator	leaves	one	VA	facility	to	go	to	another	VA	facility,	
the	investigator	must	obtain	approval	for	a	copy	of	relevant	materials	to	be	provided	to	the	
new	VA	facility's	research	office.	

• The	investigator	is	not	the	grantee,	nor	does	the	investigator	own	the	data.
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Fun	Things	to	Do

Full	Organizational	View

• >9	Million	Enrolled	
Patients

• 170	VA	Medical	Centers	
(141	with	Surgical	
Capacity)

• 1,063	Outpatient	
Centers
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Longitudinal	Data

• All	vitals	and	laboratory	values	
collected	in	the	VA	are	easily	
accessible

• Pharmacy	prescriptions	–
inpatient,	outpatient,	and	even	
evidence	of	non-VA	
prescriptions	are	available

JAMA Surg. 2014;149(11):1113-1120. 
doi:10.1001/jamasurg.2014.2044

Natural	Language	Processing	Capabilities

• Linguistic-computer	science	research
• Ability	of	a	computer	program	to	understand	human	language	as	it	is	
written in	free-text	of	clinical	notes
• Several	VA	tools	to	work	with
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Thank	you!


